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1 llesu 1 3a71a4u M3yYeHUSA TUCIUTLIHHBI
1.1 Ieap npenogaBaHusi AUCHHILIHHBI

[ensro JUCLUTLIAHBL ABJIICTCS yCBOEHUE 00yyaroIuMHUCs
OCHOBOIIOJIAratoIIuX IIPUHLIAIIOB IIOCTPOCHHUS u (bYHKIIMOHUPOBAHUS
BBIYMCIIMTENIBHBIX CETEH, a TaKKe CETEBBIX CEPBUCOB 0[]  YIPABICHUEM
COBPEMEHHBIX OIEPALIMOHHBIX CUCTEM.

1.2 3agauyn u3y4yeHUs AUCHUTNIMHBI

3agayaMy JTUCUUIUIMHBL SIBJISIETCSl MPUOOpPETEHHE TEOPETUYECKUX 3HAHUN U
IIPAKTUYECKHUX HABBIKOB HCITOJIb30BAHUS:

MHOroypoBHEBOM OPraHU3alluy BBIYUCIUTEIBHBIX CETEH;

Pa3u4HBIX CTEKOB CETEBBIX ITPOTOKOJIOB;

CocraBa, Ha3HauYEHUs] M BO3MOKHOCTEH OCHOBHBIX CETEBBIX CIykKO;

YCTaHOBKM, HACTPOMKM M DKCIUIyaTalMyd THUIIOBBIX CETEBBIX CEPBHUCOB B
cemeiictBax OC Windows u Linux;

1.3 IlepedyeHb NJIAHUPYEMBIX Pe3yJabTATOB OOYYeHHS] MO IUCHUILUIAHE
(MOnyJII0), COOTHECEHHBIX ¢ IUIAHUPYeMbIMH Ppe3yJabTATAMH OCBOCHMS
o0pa3oBaTeJIbHOM IPOrpaMMBbl

Kog u HavmeHoBaHve nHavkaTopa | 3annaHupoBaHHbIe pe3ynbTaTbl 06y4YeHus No AUucCLUMnuHe
OOCTWKEHNS KOMMETEHLMN

IIK-4: Crioco0eH ocymecTB/IATH IKCIUIYATAIUIO U yIIPaBJIeHHE IPOrPaMMHBIMM,
NMPOrpaMMHO-ANNAPATHBIMH, HH(POKOMMYHUKAIIUOHHBIMH CPeJACTBAMHU
BBIYHCJIUTEJILHOM TEXHUKH U HHTErpalilMOHHBIMHA PECIICHUAMM

[1K-4.1: » 3narp MeTOIbI, 3HaTh METO/Abl MHOTOYPOBHEBOM OpraHu3aliu
CpEJIICTBA, IPUEMBI BBIUNCIIMTEIBHBIX CETEN

SKCIUTyaTaly U yIpaBIeHUS 3HaTh OCHOBHBIE OCOOEHHOCTH Pa3IMYHBIX CTEKOB
IIPOrpaMMHBIMH, IPOTPAMMHO- | CETEBBIX ITPOTOKOJIOB

arnraparHbIMH, 3HaTh COCTaB, Ha3HAYEHHE U BO3MOKHOCTH OCHOBHBIX
UH(POKOMMYHHUKALIMOHHBIMU CETEBBIX CITYKO

CpeICTBaMH BBIYUCIIUTEIILHON
TE€XHUKU ¥ UHTETPALIMOHHBIMU
peIICHUSIMH

* 3HaTh TEXHUYECKHE
WHCTPYKIHU TI0 paboTe ¢
YCTaHOBJICHHBIM aIllapaTHbIM,
POTPaMMHO-AMIIAPATHBIM U
NPOTPaMMHBIM 00€CTICUCHUEM U
000py1I0BaHHEM

* 3HaTh TUMOBBIE OITHOKH,
BO3HUKAIOIIKE MPU padoTe
UH(POKOMMYHUKAIMOHHOM
CHCTEMBI, IPU3HAKH UX
NPOSIBJICHUS TIPU paboTe U
METOMBI YCTPAaHEHUS

* 3HaTh METOJIBI U CPEJICTBA
BOCCTaHOBJICHHS




paboToCIOCOOHOCTH
POTPaMMHO-AITITAPATHBIX
CpeZICTB
UH(POKOMMYHUKAIMOHHOM
CUCTEMBI W/WIIU ee
COCTaBJIAIOIIMX 1OCJE COOEB

* 3HaTh UHCTPYKIUU TIO
YCTaHOBKE M SKCIUTyaTaluu
ATIMUHUCTPUPYEMBIX CETEBBIX
YCTPOWCTB U IPOTPAMMHOIO
obecrieueHus

* 3HaTh apXUTEKTYPbI
aInmaparHbIX, IPOrPaMMHBIX U
IPOTPaMMHO-AIIAPATHBIX
CPENICTB aIMUHUCTPUPYEMOI
ceTn

* 3HaTh MPOTOKOJIBI KAHATLHOTO,
CETEBOTO, TPAHCIIOPTHOTO U
MPUKIIATHOTO YPOBHEH MOJIEH
B3aMMO/ICHCTBHS OTKPBITHIX
CUCTEM

* 3HaTh: MPUHLUIIBI TOCTPOCHUS
KITUEHT-CEPBEPHBIX
NPUIOKEHUH, 0OJTadHBIX
CEPBHCOB, MPOTOKOJIBI PAOOTHI C
HUMH; OCHOBHBIE IIPOTOKOJIBI
B3aUMO/ICHCTBUS KIHEHT-
CEPBEPHBIX MPUIOKECHUH,
00JIaYHBIX CEPBUCOB; OCHOBHBIE
NPUHIHITE] BUPTYTH3aUH;
METO/Ibl BUPTYTHU3AIIH,
UCTIONIb3YEMbIE TIPU pa3pabOTKU
I10.




[IK-4.2: » YMeTh oCylIeCTBIATh
JKCIUTyaTalyIo U yIpaBJICHUE
IIPOrpaMMHBIMH, IPOTPaMMHO-
anraparHbIMH,
UH(POKOMMYHUKALMOHHBIMU
CpEeACTBAMH BBIYMCIIMTEIBHON
TEXHUKHU U NHTETPalliOHHBIMU
peLIeHUSIMU

* YMeTb N0JIb30BaTbCs
HOPMATUBHO-TEXHUYECKOU
JOKYMEHTallMEH Ha
aIMUHUCTPUPYEMBbIE
anrnaparHsle, IPOrpaMMHO-
arraparHble U IPOrpaMMHbIE
CpelcTBa

* YMeTb BbISBIISITh IPUYHUHBI
BO3HUKHOBEHUS aBapUNHBIX
CUTyalHui Ha IPOrpaMMHO-

YMeTh OpraHu30BbIBaTh MHOTOYPOBHEBYIO CETEBYIO
TOIIOJIOTHIO

YMeTh orpeensTh COCTaB CeTEBbIX CIYkKO U X
B3aNMO/ICHICTBHE

YMeTp yCTaHaB/IUBaTh U aAMUHUCTPUPOBATh CETEBbIE
CITyKOBI

anraparHbIX CPelCTBaX
MH(}OKOMMYHHUKAIMOHHON
CHCTEMBI /WU ee
COCTaBJISIOIINX

* YMETh yCTpaHATh
BO3HUKAIOIINE OTKIOHEHUS OT
IITaTHOTO PEXHMa paboThI
MH(}OKOMMYHHUKAIMOHHOMN
CHCTEMBI /WU ee
COCTaBJISIOIINX

* YMeTb KOHPUTYPUPOBAThH
OIEepalOHHbIE CUCTEMBI
CETEBBIX 3JIEMEHTOB
UH(POKOMMYHUKAIMOHHOM
CUCTEMBI

* YMeTh NpOBEPATH
KOPPEKTHOCTh
(GYHKIIMOHUPOBAHUS
AIMHHUCTPUPYEMBIX CETEBBIX
YCTPOWCTB U MIPOTPAMMHOIO
o0ecrieueHus

* YMeTh onpeaensits 6a3oByro
POU3BOUTEIBLHOCTH CETEBOM
UHPPACTPYKTYPHI
UH(POKOMMYHUKALMOHHOM
CUCTEMBI.

* YMeTb: OCYIIECTBIATh
IKCIUTYaTallIo U yIpaBJICHNE
KJIMEHT-CEPBEPHBIMU
CUCTEMaMH; OPraHU30BbIBAThH
TECTUPOBAaHUE KIIUEHT-
CEPBEPHBIX MPUIOKECHUH,
JOCTaBUTh MPOTPAMMUCTY




OKpy’KeHHe, o0ecreurBaroliee
JIEMOHCTPALMIO HEUCIIPABHOCTH;
pa3BopayuBarhb KJIUCHT-
CEpBEPHBIE MPUIIOKEHNUS C
UCIIOJIb30BaHUEM CPEJLICTB
BUPTYaJIU3aLIH.




TIK-4.3: « BimameTs MeTOIAMU,
CpeacTBaMu, pUuEMaMu
IKCIUTyaTallui U YIpaBICHUS
POTPaMMHBIMH, TIPOTPaMMHO-
arnmapaTHbIMH,
WH(POKOMMYHHUKAITHOHHBIMH
CPEIICTBAMU BBIYUCIUTENHHOM
TEXHHUKHU H UHTETPAlMOHHBIMU
peIIeHUsIMU

* BrianeTh HaBbIKaMU YCTaHOBKH
U DKCIUTyaTallly anmapaTHoro,
POTPaMMHO-AIIAPATHOTO U
MPOrpaMMHOTO 0OecTeueHus
UH(POKOMMYHUKAIMOHHOM
CUCTEMBI

* BiiazeTh HaBbIKaMU
oOHapy’KeHHUs U aHau3a
NPUYHH OIUOOK, BOSHUKAOIIINX
pu padore
UH(POKOMMYHHUKAIMOHHOM
CUCTEMBI

* BiiageTh HaBbIKaMU
YCTpaHEHHUS BO3HUKAIOIINX
OTKJIOHEHH OT IITaTHOTO
pekuMa paboThI
UH(POKOMMYHHUKAIMOHHOM
CUCTEMBI W/WIIU ee
COCTAaBJISFOIINX

* Branets HaBbIKaMU
KOH(UTYpHUPOBaHUS 0A30BBIX
MapaMeTpoOB U CETEBBIX
UHTEP(PEICOB, MPOTOKOIOB
CETEeBOT0, KAHATBHOTO U
TPaHCTIOPTHOTO YPOBHS

* Brianetp HaBbIKaMU POBEPKH
(YHKIIMOHUPOBAHHUS YCTPOICTBA
MocJie YCTAaHOBKH U HACTPOUKH
MPOrPAMMHOTO 00ECTICUeHUS

* Biianets HaBbIKaMU MOUCKA U
yCTpaHEHHS OTKa30B CETEBBIX
YCTPOMCTB U MPOrPaMMHOTO
oOecrnieueHus

* Branets: uHcTpyMeHTaMu
AQHAIM3a HEUCIIPABHOCTEM,
KOH(UTYpAIUN CETEBbIX

Brnanets HaBbIKaMU YCTaHOBKH U HACTPOUKHU CITYXO
JTUHAMUYECKOTO KOH(UTYPUPOBAHUS XOCTOB
BnaneTts HaBbIKaMU pa3sBEPTHIBAHUA U
aIMUHUCTPUPOBAHUSI CITY’KO UMEH

Bnagers HaBbIKaMU pa3sBEPTHIBAHUA U
aIMUHUCTPUPOBAHUS Pa3INYHBIX Web-CcepBHUCOB

HAacTPOEK ONEPALUOHHOU
CHCTEMBI; CPEJICTBAaMU
BUpTyanu3anuu — Virtual Box,
VMware u T.1. THCTpyMEHTaMU
tectupoBanus APl — Google
Postman u T.11.; cpencTBamu




KOHTEHHEPHON BUPTYAIU3ALUN
— docker nnn ananoramu

1.4 OcobeHHOCTH peaM3auuy JUCHUATIIMHBI
S3BIK peanu3anuu TUCUUIUIMHBL Pycckuil.

Jucuuruinaa (Moayis) peanusyercs ¢ npuMmenenueM D0 u JIOT

URL-anpec u Ha3BaHHWE 3JIEKTPOHHOTO oOydaromiero kypca: https://e.sfu-
kras.ru/course/view.php?id=1922.




2. O0beM OMCHUIUIHMHBI (MOXYJIs1)

e
Bcero, | |
. 3aUeTHBIX
Bun yue6HO# paboThI —
(akam.gac)
KonrakTtHas padora ¢ 1,5 (54)
npemnoaaBaTeseM:
3aHATHA JTEKIMOHHOTO THIA 0,5 (18)
nabopaTopHBIE PabOTHI 1 (36)
CamocrosiTesqbHas padora
1,5 (54)
o0yvyarommxcs:
KypCOBOE TIPOSKTHPOBaHKE
(KTT) Her
KypcoBas pabora (KP) Het




3 Conep:kaHue TUCUUIJINHBI (MOLYJIs1)

3.1 Paznenibl AMCUMILUIMHBI U BUBI 3aHATHI (TeMATHYeCKHI MJIAH 3aHATHIN)

KonrakTHas pabora, ak. 4ac.

/o

Mopynu, Tembl (pa3esnbl) TUCITUATITHHBI

3angaTusa
JIEKIMOHHOIO

THUIIA

3aHATUS CEMUHAPCKOTO TUIA

CeMuHapsbl u/uinu
IIpakTnueckue
3aHSTHS

JlaboparopHsie
paboThI W/unu
[IpakTHKyMBI

CamocrosiTenpHas
paboTa, ak. yac.

Bcero

B Tom
yucrne B
3n0C

B Tom
Bcero yucne B
aINoC

B Tom
Bcero yucne B
3n0C

B Tom
Bcero YHCIIE B
DUOC

1. O01ue cBeleHHud O CeTAX

1. O0wIme cBeneHus O CETSIX.

Knaccuduxanus cereit. [loHsaTHS ciyKObI, KITUEHTA,
cepBepa, MpoToKoIa. MHOTOYpOBHEBAs OpraHU3AIlUs CETEH,
WHKaINCyJsIus npotokonos, moaenu [SO OSI, TCP/IP,
SMB/NetBIOS. Anpecarus B [P — cetsax. Windows — ceTnu.
Crek nporokonoB SMB/NetBIOS, naznauenue,
BO3MOXHOCTHU. CeTeBble koMmoHeHTE OC Windows, ux
ycTaHoBKa U HacTpoiika. Konpurypuposanue OC Linux
st pabotel ¢ SMB/NetBIOS. CereBbie pecypcsl U
pasrpaHUyEeHue JOCTYIIa, YIPABIECHUE YUETHBIMU
3aMMHUCSIMU.

2. Anpecanus B IP - ceTsix

3. IloaroroBka K J1aboparopHbIM paboTam

4. ITonroToBka K 3amure JadopaTopHbIX padoT
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2. MapumpyTtu3anus

1. Mapmpytusamus

[TonsTHE MapIpyTU3aLUK, TPOABHKEHNE TAKETOB, MECTO
MapHIpyTH3aluu B 001Iel ceme GyHKIIMOHUPOBAHUS CETH.
TaOnuiel MapIpyTH3AMK 1 MEXaHU3M BbIOOpa MapuipyTa.
MapuipyThl IO yMOJIYaHHIO, OCHOBHBIE IUTIO3b1. Pe3epBHBIE
MapIIpyTHI ¥ IOHATHE METPUKHU. HacTpoliika MapipyToB B
OC Windows u Linux. [IpoTokosbsl TuHaMHUYEeCKOM
mapmpytusauu RIP v1, v2, OSPF

2. Crarnueckas MaplpyTU3aus

3. M3y4enne TeopeTHYECKOro Mareprana

4. ITonrotoBka K 1a00paTOPHBIM paboTaM

5. IloaroroBka K 3aIuTe J1abopaTropHbIX padoT

3. Cayxba DHCP.

1. Cinyx6a DHCP.

Haznauenwne, Bo3amoxxaoctu. [Iporokon DHCP: coobmienus,
ux (popmar, HazHaueHue noyiei coodmenuit. [lponecc
MOJTy4eHUs CeTeBOU MHGOPMAIMK U TIPOAJICHUS apEH/IbI.
YcranoBka u koHpurypupoanne DHCP — cepsepos B OC
Windows u Linux

2. DHCP

3. VI3yueHue TeOpeTUUEeCKOro Marepuaina

4. ITonrotoBka K J1a00paTOpHBIM paboTam

5. IloaroroBka K 3aiure J1ad0paTopHbIX paboT

4. Cayk0bl HMEH.




1. Cityx0b1 UMEH.

Haznauenue, pasHoBuaHoctu uMeH. NetBIOS — nmena,
peann3anys paspeleHns UMEH: IUPOKOBEATeIbHas
paccbuika, kamuposanue, WINS — cepsepsl.
PazsepteiBanne WINS B OC Windows u Linux.
Cayx0a DNS.

JloMeHHbIe MMEHa, uepapxusi JoMeHoB. [Iponecchl
pa3pelIeHNs UMEH: PEKYPCUBHBIE 3alIpOChI, IIEPECHLIKA,
JieferupoBanre, Kamuposanue. [Tonstue 30H, ux

pasHOBUAHOCTU. DaliiIbl 30H, UX CTPYKTYpPa, TUIIbI 3AIIUCEH.

Hunamuueckas DNS. YcranoBka u HacTpoiika DNS —
cepepoB B OC Windows u Linux

2. WINS u DNS

12

3. N3yueHue TeopeTuuecKkoro Marepuaina

4. ITonrotoBka K 1a00paTOpPHBIM paboTaM

5. IloaroroBka K 3aiure J1adopaTropHbIX padoT

5. Cayxobl FTP u HTTP

1. Cnyx6a FTP.

Haznauenue, Bo3amoxuocTu. [Ipotokon FTP: coenunenus
ftp u ftp-data, akTHBHBIN ¥ TACCUBHBINA PEKUMBI paOOTHI,
KOMaH/[Ibl U OTKJIUKH , U3 (hOpMaT, TUTIOBON CeaHc paboThl.
YcranoBka u HacTpoiika FTP — cepsepos B OC Windows u
Linux

Cnyx6a HTTP.

Haznauenue, Bo3amoxnocTu. [Ipotoxon HTTP: 3anpocs!
OTBETHI, UX ()OPMATHI, 3ar0JIOBKH, YACTHYHBIC U yYCIOBHBIC
GET — 3anipocsl, BUPTYaIbHbBIE CEPBEPHI. Y CTAHOBKA U
Hactpoiika HTTP — cepsepoB 8 OC Windows u Linux

2. FTP

12




3. HTTP 6
4. 3yueHne TEOpETUIECKOr0 Marepraia
5. [loaroToBka K J1aboparopHbIM padoTam
6. [TogroToBka Kk 3amure J1a00paTOpHBIX paboT
Bcero 18 36 54
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4 YyeOHO-MeTOAMYECKOEe O0ecmeYeHHue TUCIHHUIMINHBI

4.1 ITeuaTHbIE U AJICKTPOHHBIC U31aHUA:

Cwmensackuii P. JI. Komnberotepnsie cetu : T. 1. Cucremsl nepeauu JaHHbBIX:
Y4YEOHHK ISl CTYJICHTOB BY30B: B 2-X T.(MockBa: Akanemus).

Cwmensuckuii P. JI. Komnbetotepnsie cetu : T. 2. Cetu 9BM: yueOHuk nms
CTYJIEHTOB By30B: B 2-X T.(MockBa: Akagemus).

Omudep B. I'., Omudep H. A. Kommnsrorepusie cetu. [Ipunmmisl,
TEXHOJIOTHH, IPOTOKOJIBI: Y4€OHOE MOCOOHE I BY30B IO HAIIPABJICHUIO
552800- "Uurdopmarrka ¥ BEIYUCIUTEIbHAI TEXHUKA" U TIO CTICITUATBHOCTSM
220100- "BrruncnuTeabHbIC MaIUHBI, KOMILIEKCHI, CHCTeMbI U cetu', 220200
- "ABTOMarn3UpOBaHHBIE CHCTEMBI 00PadOTKM HHPOPMALIUHU U YIIPABICHUS "
u 220400- "IIporpammHoOe oOecTieueHHe BRIUUCIUTEIbHON TEXHUKH U
aBToMaru3upoBaHHbIX cucteM"(Mockaa: [Tutep).

Tanenbaym 3., [pedenbpkoB A. Kommnbrorepubie cetu(Mocksa: [Tutep).

4.2 JIMueH3UOHHOEe ¥ CBOOOHO PacCHpOCTpaHsieMoe MPOrpaMMHOe

obecrieyeHue, B TOM YHCJIe 0T€4eCTBEHHOI0 MPOU3BOACTBA (IPorpaMMHoOe
obecrevyeHune, HA KOTOPOe YHMBEPCUTET MMeeT JIUIEH3HI0, a TAK:Ke CBOOOTHO
DacInOCTDAHAEMOE MDOrDAMMHOE o0ecIedeHme):

1.

Cpena pupryanuzannun VMware Player/Workstation nu6o Oracle VirtualBox,
OC CentOS Linux 5/6/7, Windows Server 2000/2003/2008/2012, Windows
XP/7/8/10.

4.3 UnTepHeT-pecypchl, BKIKYasA NpodeccuoHalbHble 0a3bl TaHHBIX
U MHGOPMAILIMOHHBbIE CTIPABOYHBbIE CHCTEMbI:

NudopmarimoHHbie CIpaBOYHbIE CUCTEMBI HE TPEOYIOTCSI.

S ®oH OLIEHOYHBIX CPEICTB

OLIGHOLIHLIC CpCACTBA HAXOOATCA B IIPUIIOKCHHUH K pa6oq1/1M IIporpaMmmam

JUCHHUIIINH.

6 MarepuaJibHO-TeXHMYeCKasi 0a3a, HeoOXoAMMAasi AJIsl OCYLIEeCTBJICHHUS

00pa30BaTeJIbHOIO Mpolecca Mo JUCHUIJINHEe (MOLYJII0)

KommeroTepHbIe Ki1acc, 000pyI0BaHHBIN COBPEMEHHOHN BBIUMCIUTEIILHON TEXHUKON
U3 pacyeTa oJIHO pabouee MEeCTO Ha KaKJI0ro 00yyaeMoro npu MpoBeIeHuN

3aHSATUI B TaHHOM KJIacce, a TaKKe KOMIUIEKTOM MPOEKIIMOHHOTO 000y A0BaHUS
JUISl IpEno/iaBaressl.
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